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o https://www.youtube.com/wa
tch?v=0pRMrEfAlil

o https://www.youtube.com/wa
tch?v=UhhYSrUHnao - -
o Social media data privacy e B
Awareness video
o Nttps://www.youtube.com/wa
tch?v=F7pYHNO9ICII

« Mind regder
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https://www.youtube.com/watch?v=opRMrEfAIiI
https://www.youtube.com/watch?v=UhhYSrUHnao
https://www.youtube.com/watch?v=F7pYHN9iC9I

Your Apps Are Watching You

* Smartphones keep a lot of info about you
— Phone numbers
— Ixt messages
— Pics
— Owner’s name
— Unique ID # (can’t be disabled)

e Wall St. Journal article describes some of
these “threats”
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Your Apps Are Watching You

101 iPhone, Android apps examined

— 56 transmitted phone’s unique |D# to other
companies w/o user awareness or consent

— 47 transmitted phone’s location

— 5 sent age, gender, other personal details to
outsiders

* Tracking companies build detailed dossiers

* iPhone apps transmitted more data than
Android apps
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Your Apps Are Watching You

 Example: iPhone App TextPlus 4

— Send phone ID # to 8 ad companies, phone’s zip
code, user’s age, gender to 2 of them

 Pandora (iPhone, Android)

— Send age, gender, location, phone ID# to ad
networks.

e Paper Toss (iPhone, Android)
— Send phone ID# to 5 ad companies
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Snapchat

needs access to

In-app purchases

Allows the user to make purchases from
within this app

Identity A

Uses one or more of: accounts on the device,
profile data

Contacts

Uses contact information

Location

Uses the device's location

SMS

Uses one or more of: SMS, MMS. Charges
may apply.

Photos/Media/Files

Uses one or more of: files on the device,
such as images, videos, or audio; the
device's external storage

Camera
Uses the device's camera(s)

Microphone
Uses the device's microphone(s)

Wi-Fi connection information
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E-Book Reading Up On You?

 E-books, Kindles, iPads, Nooks, can
transmit info back to the manufacturer

— How fast you read (turn the page)
— Do you skip to the end? ©
— Where you read the book? Geolocation!

@Virg}niaTechk

nvent the Future®



What’s a Phone ID?

* Unique ID number assighed to every phone
— iPhone — Unique Device ldentifier (UDID)
— Android — various names
— Set by phone makers, carriers or OS makers
— Can’t be blocked or deleted

» Best tracking tool for ad companies

— Watch what you download, how often you use
them, how much time you spend on them. Some
aggregate individual data
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experiment
tracking someone
on the net
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Tracking Smartphones
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* Simple tracking a smartphone throughout
campus
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2 ways of looking at it

e https://www.commonsensemedia.org/social-
media

— Nice reference site

e https://38pitches.wordpress.com/2015/03/01/
the-world-we-live-in-man-has-it-changed/

— Curt Schilling tracking down the trolls
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https://38pitches.wordpress.com/2015/03/01/the-world-we-live-in-man-has-it-changed/
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Mobile Eorensics

Location TraCking

ldentity nyblication

Actions bring consequences
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£/] Contact information Display nems #2=53de 4368054
= Kinstas Karmanks
2
Ed
; Acoount name: Meiile number: \Web address: Birthday: Mobe:
Jan.petrovitz +7364TI10284 http:/jpetrovitz-jan-com 13.05.1977 Hil ['m Jan, Micrachips Indu..
Display name:
Jan Petravitz 16160cH4 TAd e
- Acoount name: myyalioy T
= Diisplay name Masdm \iyalkeny
g Language (153):
2 Courtry (150} ru Account name: Mobile number: Wie 255 Bi ¥ Mote:
2 City Moscow oraveitz +5038IZT45ATIRIZT4 hittp: jhorowitamusic. com 04.04.1976 Music is my el ;)
2 Mobie number: +TH035341186
E Web addres 83maafT3d95adie
It e, oncegen-fonengic: com
z Eirthgay. 20.07.1979
F3 Time zone: +04:00
MOS Haah Account name Web axddress: Mobe:
4838343087354 IdefbdcEa3855 1ea 1# echol23 http:/fwww. skype. com/goy. .. Hi, this & Skype autometic ... oo shesfaz
ASDAEY Neme:
| Sound Test Service
dhusesDEs . ,
Analyst version: 2.8/0.534 Mew device [iPhone 3G) Totak 7 Filtered: 7 M5 Hash: 46388d308738d317 3defbd c5a86581 ea




5 Oxygen Forensic Suite 2010
Device Vew Toos Servee Help

Wifi analyzer

| Quick filter:

| Extras & | ssto | Last jomed time (GMT+0) | Geo coordnates | Address | Acawacy ... | Lastauto joined t... li
g — ¥ homenn 00:12:da:bfi52:70  01.03.2010 5:06:07 NEO0.1703442, E 24.938505  Finland, Southern Finland, Helsnk 150.0 Nja |
2 |
g Tesks 2@ svowiR 00:21:h:eb:85:e0  27.03.2010 8:40:39 N '55.9673901, E 37.4160727  Russian Federation, Province of Moscow, Khimk, ... 150.0 27.03.20109:17:22  §
e (f) Back to Extae ¥ GeenZome WiFi  00:23:33:72:78:01 27.03.2010 8:41:47 N 55,9672766, E 37.4163222  Russian Federation, Province of Moscaw, Khimki, ... 150.0 N/A .J‘

¥ Beeine_WFi 00:18:b0:fe:5F:a1  13,04,2010 6:54:14 N 55.660182, E 37,790719 Russian Federation, Moscow, Nobmumacas yn, 150.0 13,04, 2010 6:59:05 d
@ Roroad cooidnates and mars |
= ) Beelne WIFI_FREE  00:19:01:02:28:c0  13.04.2010 6:53:15 NS55.660182,E 37790719 Russian Federation, Moscow, NcBmuHakEs yi. 1500 13.04,2010 6:59:31
o prm— | ¥ BTOpenzone 00:12:30:bb:ed:bD  24.04.2009 17:45:48 N 53.8290424, W 3.0546522  United Kingdom, Blackposl, Derby Rd, 2-25 1500 27.03.2010 15:03:31 %
E.-‘ ‘3 tmobile 00:03:52:71:58:b0  27.03.2010 15:28:56 N S3.543124, W 2.641286 3 Wigan, , Edith St 150.0 N/A ‘
e 7 swisscom 00:02:6f09:82:c7  28.03.2010 12:15:26  NS53.3394301, W 2.9908723  Unted Kingdom, Liverpool, Gawer St 150.0 NA g
'E | Rssimasmy 63 ¥ Viage WFi 00:15:70:50:34:d8 = 21.04.2009 15:22:50 N 524033032, W 1.5480017  Unvted Kingdom, Coventry, Tile Hi Ln 150.0 NfA 3
2|} cremet 10 ¥ Andrea7s 00:18:4d:3d:dc:94  02.04.2010 13:26:38  N5L5112367, W0.1361144  United Kingdom, Greater Landon, London, Breve...  150.0 NfA £
m‘;"’ time (GMT-0). 09.05.2010 | Boingo Hotspot 02.04.2010 21:04:45 N 514505287, W 0,49592 United Kingdom, Greater London, Hilngdon, Swin...  150.0 N/A i
| Lastauo predtme (GuT-2y 08052010 || £ Acer a0 02:13:02:00:02:a8  18.03.2009 18:18:27 N 43.6377538, W 79.4256463 Canada, Ontario, Toronto, Mowst Ave, 67-37 150.0 Nfa d
71 10s13 @ NETGEAR_119-0  00:18:4d:c3:68:03 30.05.2009 15:08:44 N 41.9854451, W 87.8417695 Unvted States, Tlinois, Chicago, W Higgns Rd, 8519 150.0 N/A 7
Bl e SRR R 00:le:eS:alic:51  29.05.2009 20:45:11  N4L5854451, W 87.8417695 United States, Tinois, Chicago, W Higons Rd, 8519 150.0 07.05.2010 19:27:23 %
Z | s78308408
&Il Acouracy (o meters)- 3150 ¥ GobaSutewreless 00:03:52:9f:1d:50  28.05.200922:41:05 N 4LS854334, W 87.8411207 LUnvted States, inols, Chicago, W Higgns Rd, 8535 247.0 07.05.2010 22:52:02 ci‘
§|| daress United States, fincis, Chicsgo, V| hrcpublic 00:1d:31:74:a3:70 | 09.05.20100:45:22 | N4L931952, W 57.6308405 United States, Thnois, Chicago, W OntarioSt, 63 315.0 09.05.2010 1:0413 7
£ L’m’- & W] Guest (Downstars) 00:19:e3:fa:89:58 09.05.2010 18:01:42 N 41.8926548, W §7.6226031  Linited States, Tlinais, Chicago, N 5t Clar St, 601...  235.0 NjA
z : T Goloxy-7HACAS.. 00:26:0:95:36:06 03.05.2010 13:34:47  N41.8919168, W 87.6280059 United States, Tlinois, Chicago, N State St, 527-5%  312.0 N/A
THABCbOfEA365(7Idd34be0aTA1TERN E
{ ¥ o0 02:1b:11:76:04:50  24.05.2009 17:41:01 N 36.6849028, W 4.4502845  Spain, Andalusa, Malaga, Calie del Jaldn, 21 150.0 01.05.2010 13:08:44 ¢
&) ¥ DAWDOV 02:1b:11:76:04:50 29112008 18:23:57 N 36639028, W 4.4502845  Spain, Andalusa, Maiaga, Cale del Jakn, 21 150.0 A 5{
g ¥ c ) 0b:06:bb:fb:a9  03.05.2009 2:04:29 N36.1028612, W 115.170L... United States, Nevada, Las Vegas, Las VegasBN...  150.0 NfA ¢
e ¥ McCarran Wi 00:0b:86:c0:e6:80  03.06.2009 20:02:33 N 36.0805333, W 115.1357... United States, Nevada, Las Vegas, EPatrickLn, ...  150.0 nfa 1
2 @ QualityInn 00:16:46:b8:43:90  22.04.2010 7:00: 10 N 35.9734763, W 112.1271...  United States, Arzona 150.0 N/A b
Ew & MEVIS03 00:1eze5:2:05:0b  06.05.2010 17:49:06 /A NiA N/A 07.05.2010 20:13:25 j
H 7 Mydet 3eiSciaeidfb2dd  08.09.2009 19:90:08  N/A NjA NjA 28,04.2010 0:04:52 ﬁ‘
; [ v o2m 00:13:95:de:bb:1b  24,06,2009 9:45:05 N/A N/A N/A 01.06.2010 21:15: 16
z ¥ ciaRLy2 00:24:b2:1b:e8:9a  06.06.2000 13:04:46  N/A N/A N/A NjA
« n | ’
United States, Hlinojs, Chicago, W Ontario St, 63 (N 41.8931952, W 87.6308405) X
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New device (iPhone 36)

Analyst version: 280534

Totak27 objects Selected: hrc-public MD5 Hash: 7bf6cb0fda366f79dd34bed97 d1 76860




filebrowser

De:

) Show properties

3 Saveto..

& Save GEO positioning information

J2 Find files ...

>

Object information

¥ photo02.jpg photo05.jpg photo17.jpg

Name: photo04.jpg

Type: JPG File

Size: 1,06 MB

Modified: 02.06.2010 10:41:18

MDS5 Hash:

179064917 7bf7c277dca70351b35e8a1
Folder: E:\Images\FromSE\

New device (N73-1)

gg‘

003215CD.jpg 00668C07.jpg

New device (N73-1)

>

Geo positioning

Cel info (from XMP)
MCC : 250

MNC: 1

LAC : 6405

Cell ID : 12704 photo06.jpg ] photo 16-1.jpg
Geo ition from XMP'

Latitude: N 55,729981 @ @
iR el [ ——— | o RS =y 2
Cet info (from LifeSiog) B R E— — || B

mcc : 0 i @-»-8-89-48 ¢ 0O B-##-A-&9-#4da

photo27.jpg

~ New device (iPhone 3G)

MNC: 0
LAC: O 00000000: | FF D8 FF E1 6E 4A 45 78 | 69 66 00 00 4D 4I
00000010: | 00 00 00 08 00 OA 01 OF | 00 02 00 00 00 OE
00000020: | 02 18 01 10 00 02 00 00 | 00 05 00 00 02 2¢€
00000030: | 00 03 00 00 00 01 00 01 | 00 00 01 1A 00 OS
00000040: | 00 01 00 00 02 2C 01 1B | 00 05 00 00 00 01
00000050: | 02 34 01 28 00 03 00 00 | 00 01 00 02 00 OC
:100000060: | 00 02 00 00 00 29 00 00 | 02 3C 01 32 00 02
100000070: | 00 14 00 00 02 66 02 13 | 00 03 00 00 00 01

CellD: 0

@z
M {OsTAbpechan)

e

) - 4 :00000080: | 00 00 87 69 00 04 00 00 | 00 01 00 00 00 8¢
% MZI{l'may;l 00000090: | 01 BE 00 17 82 9A 00 05 | 00 00 00 01 00 OC
B — 000000A0: | 82 9D 00 05 00 00 00 01 | 00 00 02 82 88 27
= sado‘m‘y‘K 000000BO: | 00 00 00 01 00 40 00 00 | 90 00 00 07 00 OC
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MeSsSages

Messages
Dxygen Forensic Suite 2- 1.5.0.2
Directi Time stamp / Descripti
rection Service Center Time escription
Folder Ctarn Remote party M
MD5 Hash essage
Incoming 16.05.2008 13:08:49
Inbox N/A +79262479174 N i :
F1CCF322F6F980BFDECF1 AAGTERST62D Ok ill be there in 5 min.
Incoming 16.05.2008 13:05:24
Inbox N/A +79035841186 Formidablel
27323E205DB7AIAB56759150FBEB04D6 ormidablel
Incoming 18.07.2007 11:32:30
Inbox N/A +79052729910 . . -
D966ABSERA41E4DTB897TFAESBFABTDF20 Uj kak-to bolno merzko sie 6ou vygljadit.
Incoming 17.07.2007 23:49:42
Inbox N/A +79052729910  |Ta na zapade, a to u nas. Raznye javlenija. Ibo otblesk na nih
G4E33AFOGAC21591AEFB5BEEFOBEG441 istorija nabej i ih civilizacii brosaet raznyj.
Incoming 17.07.2007 23:40:20
Inbox N/A +79052728910  |A-aal Da, nasdet gay-paradov ja stala podozrevat - slog
OF4BDC2EGF6120472240417D9F FE66E1 znakomyj.
Incoming 16.09.2005 14:46:48
Inbox N/A Please, ask John to meet me in the airport. My plane arrives at
BE7F2D5516CA%47A05878F54041B27F9 +1340 9 PM on Saturday.
Otpravitel':81.195.194.203
Incoming 16.09.2005 14:45:35
Inbox N/A There are only one day before we'll be together again. Hope,
F16308EAG1C609577FERSBCACDECHRIB +1340 you didn't forget your sailor. | didn't.] miss you every minute.
Otpravitel'.81.195.194.203
Incoming 16.09.2005 14:44:49
Inbox N/A +1340 The trip to the Pirate Bay was marvellous. | found a great gift for
ERFC1DA1BCOE3021F7C091005488D2E8 you in a store on a real pirat frigate. I'm sure, you'll like itl
Otpravitel'-81.195.194 203




Don’t post personal info online

Use social media privacy setting
B¢ wary of others

search for yourself

Review privacy settings regularly
Understand \yhat a #hashtag is

W VirginiaTech
Invent the Future®




o No private info in ggcial media

« Who can see @Instagram photo
with the #hashtag

o Use Google reverse image search to
check out a LinkedIn request

o Never assume privacy in social networks.

o Is that really your friend Sending you
notes?

W VirginiaTech
Invent the Future®




e Be nice, no harassment

« Think twiice before hitting Enter

« WWGS? What Would Grandma Say?

« Use Privacy Settings

e Don'’t Friend strangers. Verify who they are
first!

W VirginiaTech
Invent the Future®




o What goes on the net, stays on the net

« My earliest post — 1984!

« Share only what you're
comfortable sharing

@M VirginiaTech
Invent the Future®




Keep the Computer in a Central Location

It’s much easier to keep tabs on any online activity when
the computer is located in a high-traffic zone than if your
child is using a computer in the privacy of her own room.
Place the computer in a central location like your kitchen
or family room so that everything is out in the open.

Urge Your Kids to Avoid Questionnaires, Free Giveaways
and Contests

A pop-up ad appears and tells kids they can win a free
iPad by simply clicking the link. Anyone would be tempted
by this kind of offer, but kids are particularly susceptible,
so it’s important to warn kids against falling for this kind
of Internet trick.

@ VirginiaTech

Invent the Future®




Monitor the Pictures Your Child Posts Online

In an ideal world, your child would never post a photo of herself online, but
that might not be entirely realistic. If she wants to share photos with her
friends via email or a social networking site, be sure you know exactly which
pictures are being posted. Make sure the content of the photo is completely
innocuous and that no identifiable locales in the background are noticeable.

o http://www.parenting.com/gallery/social-media-monitoring-kids

@ VirginiaTech
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http://www.parenting.com/gallery/social-media-monitoring-kids

 The American Academy of Pediatrics (AAP) recently released findings
from a comprehensive study on the impact social media has on kids and
families. Although there are real benefits to kids using sites like
Facebook, including increased communication, access to information

and help in developing a sense of self, there can be serious downsides to
all this online sharing too

* Popular programs such as Net Nanny and PureSight PC let you monitor
social media sites, block chats, filter content and much more. You can
even monitor your child’s cell phone with a software program like My
Mobile Watchdog.

* |f your kids are old enough to be using the computer on their own, they
are old enough to understand that there are rules they need to abide by.

Breaking them should not have a lesser consequence than if they broke
a rule in the offline world.

@ VirginiaTech
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http://www.aap.org/
http://www.parenting.com/article/kids-social-networking
http://www.netnanny.com/
http://www.puresight.com/
http://www.mymobilewatchdog.com/default.shtml

o hittp://er.educause.edu/blogs/2016/11/august-
2017-are-you-practicing-safe-social-networking

o htips://kidshealth.org/en/parents/social-media-
smarts.html

o hittp://er.educause.edu/blogs/2016/11/august-
2017-are-you-practicing-safe-social-networking

@Virg;niaTechk
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http://er.educause.edu/blogs/2016/11/august-2017-are-you-practicing-safe-social-networking
https://kidshealth.org/en/parents/social-media-smarts.html
http://er.educause.edu/blogs/2016/11/august-2017-are-you-practicing-safe-social-networking

o Randy MarChany
- VATech IT Security
Office

DF W, hitp:/security.vt.edu
‘ o Marchany@vt.edu
e @randymarchany
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http://security.vt.edu/
mailto:Marchany@vt.edu

e Content to follow
e lesting the slide show
e Sub-sections
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